NHOOPMALIMOHHASA TAMATKA JJIA OBYYAIOIIIUXCA IJIA PASMEIIEHUA HA
OPUIMHNAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM I'OJIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTHCS OOJIBIIIE, @ IIKOJbHUKU OJTHU U3 CaMbIX
aKTUBHBIX IIOJb30Baresied PyHera. Mexay TeM, IOMHUMO OIPOMHOIO KOJIMYECTBA BO3MOYKHOCTEH,
MHTEPHET HeceT U NMpobiieMbl. DTa NaMsTKa JOJDKHA IOMOUYb TeOe 0€30MacHO HaXOAUThCS B CETH.

KomnbroTepHbie BUPYCHI

KoMIBbIOTEpHBI BUPYC - 3TO Pa3sHOBUIAHOCTb KOMIIBIOTEPHBIX IIPOrpPaMM, OTJIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JoNosHEeHHe K 3TOMY, BUPYCHI
MOTYT TOBPEAUTb WM TOJHOCTHIO YHHUYTOXXUTH Bce (aiiapl M JaHHBIE, TOAKOHTPOJIbHBIC
II0JIb30BATENI0, OT UMEHU KOTOPOro ObLIa 3amylleHa 3apa)XeHHas MporpamMma, a TakKe MOBPEAUTH
WIH JaXe YHHUUYTOXHUTH OINEPALMOHHYIO CHUCTEMY cO BceMHu (aitnamu B 1enoMm. B OonpmmHcTBE
CJIy4aeB paclpOCTPAHAIOTCA BUPYCHI UEPE3 UHTEPHET.

MGTOI[I)I 3alIUTBI OT BPCAOHOCHLIX ITPOTpaMMm:

1. HCHOJ’IBL’»Yﬁ COBPCEMCHHBLIC OIICPAIMOHHBIC CUCTCMbI, UMCIOIIIUC CCpr3HBII>’I YPOBCHb 3allIUThI
OT BpCAOHOCHBIX IIPOIrpaMm;

2. IlocrosHHO ycraHaBnuBail mnauTu (UKU(pOBBIE 3aIIaTKH, KOTOpPbIE ABTOMAaTHYECKU
YCTaHABJIMBAIOTCS C IENBI0 JOPaOOTKH MPOrpaMMbl) M Jpyrue OOHOBICHHS CBOECH OINEparmOHHON
cucreMbl. CkauuBail X TOJIBKO ¢ opHUIMATIBHOrO caifta pazpadorunka OC. Ecnu cymecTByeT pexxum
aBTOMATHYECKOT'O OOHOBIICHHSI, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIXOTCPE IIOA IMpaBaMH I10JIb30BATCIIA, @ HC aAMUHUCTPATOPA. 9T0 HE
IIO3BOJIUT 6OJII)HII/IHCTBy BPCAOHOCHBIX IIPpOrpaMM HWHCTAJUIMPOBATHCA Ha TBOCM IICPCOHAJIBHOM
KOMIIBIOTEPEC,

4. Hcnonp3yll aHTUBUPYCHBIE HIpPOrpaMMHBIE MPOIYKTbl H3BECTHBIX IPOU3BOJIUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II\/'I AOCTYII K KOMIIBIOTCPY AJId ITOCTOPOHHUX JINIL,

6. Vcnonp3yil BHeIIHME HOCUTENM HMH(pOpMAIMM, Takue Kak duienka, JUCK Wiau ¢ailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB;

7. He oTKpbIBail KOMIbIOTEPHBIE (haifiibl, TOJYUEHHbIE U3 HEHAJEKHBIX UCTOYHHKOB. [laxke Te
¢ailnbl, KOTOpPbIE MpHCIal TBOM 3HAKOMBIN. JIyuIlle yTouHU y HEro, OTHPAaBJIsUI JIU OH TeOe HX.

Cern WI-FI

Wi-Fi - 510 He Bua niepeaaun TaHHBIX, HE TEXHOJIOTHS, a BCEro JHIIb Open, mapka. Eme B 1991
rogy HHUJAEpJIaHJcKas KommaHus 3apeructpupoBana Opena "WECA", uro o00o3Hayano
cnoBocouetanue "Wireless Fidelity", koTopslif nepeBoanuTcs kak "0ecrpoBoiHAs TOUHOCTB".

Jlo Hamiero BpemMeHH Jolia apyras abOpeBuarypa, KOTopast SBJSETCS TaKOW e TeXHOJOoTuei.
Ot1o abOpesuarypa "Wi-Fi". Takoe HazBaHue ObLIO TaHO C HAMEKOM Ha CTaHJAPT BBICIICH 3BYKOBOM
texnuku Hi-Fi, uto B mepeBosie o3HayaeT "BbICOKAs TOUHOCTH'.

Jla, OecraTHBI HHTEpHET-AOCTYN B Kade, OTeNsIX M a’pornoprax SBISETCS OTIUYHON
BO3MOXKHOCTBIO BBIXOJIa B MHTEepHET. Ho MHOTME 3KcHepThl cuuTaroT, 4to obmemoctymnHbie Wi-Fi
CeTH He ABISAIOTCS 0€30MaCHBIMHU.

CoBeTbl 110 0€30MacHOCTH pabOThI B 00IEI0CTYIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nuuHyro uHpopMaIuio yepe3 odmenocrynuasie Wi-Fi cetu. Paboras B



HHUX, XKCJIATCJIIbHO HE BBOAWTH MApPOJIU AOCTYIIA, JIOTHUHBI U KAKHE-TO HOMEpPA,

2. Wcnonp3yii ¥ OOHOBJISAN aHTUBHUPYCHBIE HporpaMMbl M Opanamayep. Tem caMbIM Tbl
obe3omacuib cest 0T 3aKaYKH BHPYCa Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonp3oBanuun Wi-Fi otkmoun dyrkiuio "O6muit goctymn K ¢aitiam u npuaTepam”.
JlanHas QyHKIMS 3aKphiTa 110 YMOJYAHHIO, OJHAKO HEKOTOPBIC IMOJIb30BATEIM aKTUBUPYIOT €€ IS
y00CcTBa NCIIONIL30BaHUs B paboTe uinm yueoe;

4. He ucnionw3yit nyonuunsridi WI-FI mis mepenaun TMYHBIX JaHHBIX, HAllpUMEp IS BBIXOJIA B
COILIMAJIbHBIEC CETH WM B 3JIEKTPOHHYIO TIOUTY;

5. Wcnonp3yii Tonbko 3amuieHHoe coeauHenue yepe3 HTTPS, a ue HTTP, T.e. nmpu HaGope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunbHOM Tenedone otkmoun ¢pynkuuto "lloaxmouenne k Wi-Fi aBTomatnuecku". He
JOMyCKall aBTOMaTHYECKOTO MOIKIIOUEHHUS YCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.

CounajnHblie ceTH

COIII/IEL]H)HI)IC CCTU AaKTUBHO BXOIAT B HaAlly KHW3Hb, MHOI'MC JIIOJU pa6OTaIOT " XUBYT TaM
HOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUILUIMAP/ YENIOBEK, YTO SIBJISETCS OJHOW CEAbMOM
BCeX JKHTeJIeH m1aHeTsl. MHOTHE MOJb30BaTeN HE IIOHUMAIOT, 4TO I/IH(bOpMaHI/IH, pasMCIICHHAasA MU
B COLMAIbHBIX CETSAX, MOXET OBbITh HalJieHa U HCIOJIb30BaHA KEM YrOJHO, B TOM YHCJIE HE
00s13aTeNBHO ¢ OJaruMu HaMEPEeHUSIMH.

OCHOBHBIE COBETHI IO O€30IAaCHOCTH B COLIMAJIbHBIX CETAIX:

1. Orpanuys crucok apy3ei. Y Te0s B ApYy3bsSX HE JOKHO OBITh CIy4alHBIX U HE3HAKOMBIX
JTIOJICH;

2. 3amuiail cBow 4YacTHYIO ku3Hb. He ykaspiBail mapomnu, TenedoHbl, aapeca, JaTy TBOETO
POXKICHUS U JAPYIyH JUYHYI0 HHGPOPMAIUIO. 3JIOYMBIIUIEHHUKH MOTYT HCIOJIb30BaTh Jlaxke
MH(OPMAIIHUIO O TOM, KaK Thl M1 TBOM POJAMUTEIHN TJIAHUPYETE TPOBECTH KAHUKYJIBI,

3. 3auminail cBOIO pemyTanuio - JepXKHU ee B YUCTOTE M 3ajaBail cebe Bompoc: XoTen Obl Thl,
4TOOBI Jpyrue TMOJb30BaTeNd BUAEIM, 4TO Thl 3arpyxkaems? Ilogymail, mpexnae deM YTO-TO
OITyOJIMKOBAaTh, HAMKUCATh U 3aTPy3UTh;

4. Ecin TBI TOBOPHILB C JIOJbMHU, KOTOPBIX HE 3HACIIb, HE MCIOJB3Yil CBOE PEAIbHOE UMS U
JPYTYIO JTUUHYIO HHPOPMAIUH: UMsI, MECTO KUTEJIbCTBA, MECTO y4eObl U MpOYEe;

5. U30Geraii pa3zmemienust ¢ororpaduii B MHTEepHeTe, re Thl M300paKeH Ha MECTHOCTH, IO
KOTOPOU MOYHO OIIPEAEIIUTH TBOE MECTOIOJIOKEHUE;

6. Ilpu perucrpanuu B COIMAIBHOW CETH HEOOXOAMMO HCIOJIb30BaTh CIIOKHBIC IapOJIH,
cocrosiye u3 OyKB U IUPP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEeE §;

7. Ans conmanabHOM CETH, MOYTHI U IPYTUX CATOB HEOOXOAMMO HCIIOJIb30BaTh Pa3HbIE MapOIH.
Torna ecnu T€6s1 B3TOMAOT, TO 3JI0YMBIIIIEHHUKH MOJIyYaT JOCTYI TOJIBKO K OJJHOMY MECTY, & HE BO
BCE cpasy.

JIeKTPOHHbBIE IeHbI U

SHCKTpOHHLIC JCHbI'M - O3TO OYCHb yIlO6HBIfI cIroco0 HJ'IaTe)KCI\/'I, OJHAKO CYHICCTBYIOT
MOIICHHHUKHU, KOTOPBIC XOTAT IIOJYUUTH OTHU ACHBI'U.

SHGKTPOHHBIG JCHBI'M IIOABUJIMCH COBCEM HCIABHO MW HMCEHHO H3-3a OTOr0O BO MHOI'MX
rocygapcCTtBax 40 CUX IIOp HEC HNPOIMHUCAHO PO HUX B 3dKOHAX.



B Poccun xe oHu (QYHKIIMOHHUPYIOT U O HUX YK€ MPOIMHCAHO B 3aKOHE, TJe MX Pa3felifioT Ha
HECKOJIbKO BUJIOB - aHOHMMHBIE U HE aHOHHMMHbIC. Pa3HMIla B TOM, YTO aHOHHUMHBIE - 3TO TE, B
KOTOPBIX pa3pelniaercs MpoBOAUTH Oomnepanuu 0e3 UIeHTU(PHUKALUU 0JIh30BaTeNsl, a B HEAaHOHHUMHBIX
UICHTH(UKAIIS TTOJIH30BATENS SABISETCS 005M3aTEIHHOM.

Taxxe crneayeT pa3nuyaTh JIEKTPOHHbIE (UATHBIE AEHBIU (PaBHBI TOCYJaPCTBEHHBIM BAIIOTaM)
U DJIEKTPOHHbIE He(PUATHbIE IEHBI'H (HE paBHBI TOCYAApCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI TI0 6€30MaCHOI paboTe ¢ TIEKTPOHHBIMU JCHbIAMH:

1. TlpuBsku K cyery MOOWIBHBIA TenedoH. DTO camblii ymOOHBIM M OBICTPBIA CIOCOO
BOCCTaHOBHTH JIOCTYH K cdeTy. [IpuBsi3aHHBIN Tene(OoH MOMOXKET, eclii 3a0y/enb CBOW TIAaTEKHbIH
HapoJjb WIN 3aiIeIIb Ha CAalT ¢ HE3HAKOMOTO YCTPOWCTBA;

2. Ucnonb3yii omHOpa3oBeie maposd. [locne mepexona Ha yCUIICHHYIO aBTOPH3AIUIo0 Tebe yxke
He OyZeT yrpokaTh OMAaCHOCTb Kpa)Ku WJIU TepexBaTa IJIaTeKHOTO MapoJs;

3. Boibepu cioxublii mapoib. IIpectynHukam OyaeT HE MPOCTO YrajaaTh CIIOKHBIA IapoJib.
Hanexxuble maponu - 3TO Haposid, KOTOpbIE COAEpXaT HE MEHee § 3HAKOB M BKIIOYAIOT B ce0s
CTPOYHBIE U NPOIUCHBIE OYKBbI, IIM(PPBHl U HECKOJIBKO CHUMBOJIOB, TaKM€ KaK 3HaK Jojuiapa, (yHTa,
BOCKJIMIIATEbHBIN 3HaK 1 T.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIC JJAHHBIC HA CAliTax, KOTOPBHIM HE JOBEPSICIIb.
DJIeKTPOHHASA MOYTA

OJNEeKTpOHHAs IOoYTa - 3TO TEXHOJOTHMS M IPEAOCTABISEMBIE €I YCIYTd IO IIEPECBUIKE U
MOJTyYEHUIO 3JIEKTPOHHBIX COOOLIECHUH, KOTOPbIE paclpeiessitoTcs B KOMIBIOTEpHOH cetu. OObIUHO
AJIEKTPOHHBIN TIOYTOBBIN SIIMK BBITJISAUT CIEAYIOUIMM 00pa3oM: UMS_TOJIb30BATENS(@WUMS_JIOMEHA.
Taxoke Kpome nepegadn IpoCTOro TeKCTa, UMEETCss BO3MOXKHOCTD IepeaBath (ailibl.

OCHOBHBIE COBETHI 110 0€30IacHOM paboTe C AIMEKTPOHHOM MTOYTOM:

1. Hano BbIOpaTh MNpaBWIBHBIA NOYTOBBIA cepBUC. B HMHTepHETE €CcTh OrpOMHBIM BBIOOD
OeCIUIaTHBIX IMOYTOBBIX CEPBHCOB, OJHAKO Jy4YIlle JIOBEpPATh TEM, KOTO 3Haellb W KTO MEpPBbIA B
pEUTHHTE;

2. He yxka3piBaii B JMYHON moure JuuHyl0 uHpopmanuioo. Hampumep, mnydmie BbIOpaTh
"My3bIKaJIbHBIN_(haHaT@" nimu "pok2013" BMecTo "Temal3";

3. Vcnonb3yil ABYXATANHYI aBTOPHU3ALMI0. DTO KOrJa MOMHMO MapoJii HYXHO BBOAMUTH KOJ,
IIpHUCbUIaeMbIi 1o SMS;

4. BeiOepu CIIOXKHBIN Mapoib. [ KaX0ro MoYTOBOTO SIIIMKA JAOKEH OBITh CBOM Ha/ICKHBIN,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;

5. Ecam ecTtp BO3MOXKHOCTH HalucaTb CaMOMYy CBOM JIMYHBIM BONPOC, HCIIONB3YH ITY
BO3MOKHOCTD;

6. Mcronb3yil HECKOIBKO MOYTOBBIX SIIIKUKOB. [IepBbIii [UIsl 4aCTHOM NEPENMCKHU ¢ aJpecaTamy,
KOTOPBIM Thl JIOBEpSIEIlIb. JTO 3JIEKTPOHHBIM aJpec HE HaJ0 MCIIONIb30BaThb IPU PETUCTPALlUU HA
dhopyMmax u caifTax;

7. He oTkpbiBail (aiiiasl ¥ Jpyrue BIOXKEHHS B MHCbMax, AK€ €CJIM OHU MPHUILIM OT TBOUX
npys3eit. Jlydiie yTouHu y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (ailibl,

8. INocne oxoH4YaHWs pabOTHI HA MOYTOBOM CEPBUCE TEpes 3aKPBITUEM BKIAJKH C CANTOM HE
3a0ynpb Haxath Ha "BeiiTu".

Ku6epOy/uIMHT WM BUPTYaJbHOE U31€BATEIbCTBO



KubepOymaunar - mnpecnefoBaHHe COOOIICHUSIMH, COICPIKALIMMU OCKOpPOJIEHUS, arpeccuio,
3alyTMBaHKE; XYJIMTAHCTBO; CONMAIBHOE OOWKOTHPOBAHWE C MOMOIIBIO PA3IMYHBIX HWHTEPHET-
CEPBHCOB.

OCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYILTUHTOM:

1. He Opocaiics B 60ii. JIydmuii crmoco0: mocoBeToBaThCs Kak ceOsl BECTH W, €CJIM HET TOTro, K
KOMY MOXKHO OOpaTUThCS, TO BHAYalle YCIOKOUTHCSA. Eclii Thl HauHeNIb OTBeYaTh OCKOPOICHUSIMHA Ha
OCKOpOJIEHUS], TO TOJIBKO elIe OOJIbIIE Pa30kKellb KOH(IHKT;

2. Yrpapisii cBoel KubeppenyTaiuei;

3. AHOHMMHOCTb B ceTH MHHMMas. CyIIecTBYIOT CIIOCOOBI BBIACHUTh, KTO CTOUT 33 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BecTH XyJWTaHCKH 00pa3 BUpPTyalbHOW >ku3HU. VIHTepHET (PUKCHpYyeT BCE TBOM
NEHCTBUS U COXpaHSET UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyJHUTENbHO;

5. Cobmro1ali CBOXO BUPTYaIbHYIO YE€CTh CMOJIONY;

6. Urhopupyil enuHuuHbli HeratuB. OJHOpa3oBble OCKOPOMTENBHBIE COOOIIECHUS JIydYllle
UrHopupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayaJlbHOW CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH, B COIIMAIBHBIX CETSIX
€CTh BO3MOXXHOCTH OJIOKHPOBKH OTIIPABKH COOOILEHHIA C OMPEICIIEHHBIX apECOB;

8. Ecinu THI CBHACTCIIb KI/I6ep6YHHI/IHFa. TBou pewcTBUS: BBICTYIIUTE IIPOTUB IIPECICAOBATCIIA,
IIoKa3zarb €My, 4TO €ro JEUCTBUS OLICHUBAIOTCS HET ATUBHO, NOAACPKaTh KCPTBY, KOTOpOI71 HYXHa
IICUXOJIOTNYCCKas IIOMOIIIb, COO6HII/ITI> B3pPOCJIBIM O @aKTe arp€CCUMBHOTIO MOBCACHUA B CCTH.

MoOuabHbIi Tesie)oH

CoBpemeHHbIE CMapTQOHBI U TUIAHUIETHI CO/AEpkKaT B ceOe BIOJHE B3pOCIHbI (QpyHKUIHOHAI, U
Terepb OHM MOTYT KOHKYpPHpOBaTh CO CTallMOHApPHBIMU KOMIIbIOTepaMu. OJHAKO, CPEJICTB 3aAIMUTHI
JUIS TOI00HBIX YCTPOMCTB MOKa 04eHb Mano. TecTupoBaHHUE U IOUCK YA3BUMOCTEN B HUX MPOUCXOJIUT
He TaKk UHTeHCUBHO, Kak 1y [1K, To *e camoe kacaeTcss 1 MOOMIIBHBIX IPUIIOKEHUI.

CoBpemeHHbIe MOOUIIBHBIE Opay3ephl YKe MPAaKTUUECKU JTOTHAJIN HAaCTOJIbHbIE aHAJIOTH, OJHAKO
pacupenue GyHKIMOHAIA BI€YET 3a COO0H OOJIBIIYIO CIOKHOCTh M MEHBIIYIO 3AIIUIIEHHOCTb.

Janexko He BCe TMPOU3BOJIUTENTH BBITYCKAIOT OOHOBJICHMS, 3aKPBIBAIOIIME KPUTHUECKHUE
YSA3BUMOCTH JJIsl CBOUX YCTPOWCTB.

OCHOBHBIE COBETBI JJIsA 0e30MacHOCTH MOOUIILHOTO TeneQ)OHa:

Huuero ne sBusercs MMo-HacCTosAIEMY OCCILIaTHBIM. BYI[L OCTOpPOKCH, BCIb KOI'Ja Tebe
npeajaararoTt OecIuIaTHRIN KOHTCHT, B HCM MOT'YT OBITH CKPBITBI KAKUEC-TO IIJIATHBIC YCIIYTH;

Hymaii, pexxae dem otnpaBuTh SMS, $hoTo unu Buaeo. Thl TOYHO 3HACIIb, T/I€ OHU OYAYT B
KOHEYHOM HUTOre?

HeobxoamumMo 0GHOBIATE OMEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoOHa;
Hcnonp3yit aHTUBHPYCHBIE TIPOTPaAMMBbI 11 MOOMITBHBIX TeNe()OHOB;

He 3arpy>1<a1”4 NPpUIIOKCHUA OT HCU3BCCTHOIO MCTOYHHKA, BCAb OHH MOTYT COIACPIKATH
BPCAOHOCHOC MPOIrpaMMHOC OGCCHCLICHI/IG;

[Tocne Toro kak Thl BBIAJIEIIb C CaifTa, i€ BBOJWI JIHUYHYIO HH(DOpMaIHIO, 3aliI1 B HaCTPONKU



Opay3sepa u ynanu cookies;
Ilepnonnuecku npoBepsii, KaKue IUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBoii HOMEp MOOHIBHOTO TenedoHa TONBKO JIOASM, KOTOPBIX THI 3HACllb U KOMY
JIOBEpSiEIlIb;

Bluetooth nomkeH OBITH BBIKIIOYEH, KOTJa Thl MM HE MOJib3yemibcsi. He 3a0biBait MHOTIA
MIPOBEPSTH 3TO.
Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KPAaCOUHbIE, 3aXBaThIBAIOIINE Pa3BICUEHUS, 0ObETUHSIONIIE
COTHHU TBHICSIY YEJIOBEK MO BceMy MHpY. MrpokH HUCCIEAyloT NaHHBIM UM MUp, O0IIalTCi IpYyr C
JIPYrOM, BBINIOJIHSAIOT 3a/IaHUs], CPAXKAIOTCA C MOHCTPAaMHU U TOJIYYalOT ONBIT. 33 yJIOBOJILCTBUE OHU
IUIATST: MOKYMAIOT TUCK, OIIAYMBAOT A00OHEMEHT WJIM MIPHUOOPETAI0T KaKHe-TO OILIUU.

Bce aTH cpeactBa nayT Ha moJAEp)KaHUE M PAa3BUTHUE WUIPHI, a TAaKXKE Ha caMy OE30MacHOCTD:
COBEPILIEHCTBYIOTCSI CUCTEMBl aBTOPU3ALlMU, BBITYCKAIOTCSI HOBbIE NaTud (UUGPOBBIE 3aIIaTKU IS
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX Urpax CTOUT OIaCaTbCia HC CTOJIBKO CBOHX COIICPHHKOB, CKOJIBKO Kpa>Xu TBOCTO
mapoJii, Ha KOTOPOM OCHOBAaHAa CUCTEMA aBTOPU3AIlMU OOJILIINHCTBA urp.

OCHOBHBIC COBETHI 110 OS30IIACHOCTU TBOCTO HUI'POBOI'0 aKKayHTa:

1. Ecu npyroit urpok BenmeT cedsl MI0X0 WK co3aaeT Tede HeMPHUITHOCTH, 3a0JI0KUPYH ero B
CIIUCKE UTPOKOB,;

2. Tloxanyiics aIMHUHHUCTPATOpaM WIpPbl Ha IUIOXO€ IOBEACHHME 3TOT0 HUIPOKa, KEJIaTeJIbHO
MIPUJIOKUTh KaKHE-TO JI0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3piBail Tn4yHY0 MHPOPMALIUIO B Ipodaiiie urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuIMaIbHbIE TATYN U MOJIBI;

6. Mcnomnp3yil clokHbIe U pa3Hble MapoJy;

7. Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJIFOYaTh aHTUBUpPYC. [10Kka ThI Urpaenib, TBOW KOMIIBIOTED
MOT'YT 3apa3uTh.

@OUIIUHT WIR Kpaka JUYHbIX TaHHBbIX

OObIYHON Kpakel JeHer M JTIOKYMEHTOB CETOJHS YK€ HUKOTrO He YAMBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JI0YMBINIUICHHUKHA TIEPEMECTHIINCh B MHTEPHET, U MPOJIOJDKAIOT 3aHUMAThCS
"TIOOUMBIM" 1EJIOM.

Tak mosiBMIIack HOBast yrpo3a: MHTEPHET-MOIICHHUYECTBA HITH (DUIITUHT, TIIaBHAS E]Tb KOTOPOTO
COCTOUT B TIOJYYECHUH KOHQHICHIMAIHHBIX JaHHBIX TI0JH30BaTENIel - JIOTHHOB W Tapojeil. Ha
aHrMicKoM s3bike phishing untaercs kak gummHr (ot fishing - peiGHas noBis, password - mapoJb).

OcHOBHBIE COBETHI 110 60PHOE ¢ GUITHUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu ThI Moj03peBaeiib, 4TO TBOSI aHKeTa ObLTa B3JIOMaHa, TO
He00X0IMMO 3a0JI0KHPOBATh €€ U COOOIIUTE aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Wcnone3yii Oe3omacHple BeO-CaWThl, B TOM YHCIIC, WHTEPHET-MAra3uHOB U TOWCKOBBIX
CHCTEM;



3. Hcnonp3yil clokHBIE W pasHble Hapoiu. TakuM oOpa3oM, ecid TeOs B3JIOMAIOT, TO
37IOYMBIIIJICHHUKH TIOJTyYaT AOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(DUITIO B CETH, @ HE KO BCEM;

4. Ecnu T1ebs B3iOMaiM, TO HEOOXOIUMO MPEAYNPEAUTbh BCEX CBOMX 3HAKOMBIX, KOTOpBHIE
no0aBjeHbl y TeOsI B IPY3bsiX, O TOM, YTO TeOs B3JIOMajid U, BOZMOXKHO, OT TBOETO MMEHU OyIeT
pacchUIaThCs CliaM U CCHUTKU Ha (PUIIMHTOBEIC CAWTHI,

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOUITBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHUE Maposis B Opaysepe;

7. He oTkpsiBaii (aiiibl M Ipyrue BIOXKEHUS B MUChMax, Jake €CIIM OHHM MPHIILIA OT TBOUX
npy3eit. Jlydine yrouHu y HUX, OTIPABIISUIH JTM OHU Te0e 3TH (haiiiibl.

Mudgposas penyrauus

[ludposast pemyramust - 5TO HEraTMBHAs WM TO3UTHUBHAs HH(OpManus B ceTH o Tele.
Komnpomerupyromass uHpopManysi, pa3MelleHHass B MHTEPHETE, MOXET CEphe3HbIM 00pa3zoM
OTpa3uThCs Ha TBOEW peanbHOU »xu3HU. "LludpoBas pemyranus" - 3TO TBOM UMHIXK, KOTOPBIH
dbopmupyercst u3 nHbopMauu o Tede B UHTEPHETE.

TBoe MeCTO >KUTENbCTBa, Y4eObl, TBOE (PMHAHCOBOE IMOJIOKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJIM3KHX - BCE ITO HAKAIUINBACTCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIIEHHO OTHOCATCS K MYOJMKAlUM JUYHOW HHPOpMALUU B
WuTepHere, HE IOHUMAasi BO3MOXKHBIX nocieacTBUil. Thl 1axe He CMOXKeIllb JI0rajaThCsi O TOM, YTO
dororpadus, pazMerieHHas 5 et Ha3ajl, cTala IPUIMHON 0TKa3a MPUHATH TeO0s Ha padoTy.

KommeHnTapuu, pazMenienne TBoux ¢ororpaduii u 1pyrue JecTBUs MOTYT HE UCUE3HYTh Jaxe
IIOCJIE TOTO, KaK Thl UX yJAaiduilb. Thl HE 3HAEIIb, KTO COXPAaHUJ 3Ty UH(POpPMAIIHIO, [ToNaja U OHa B
MIOMCKOBBIE CUCTEMbI U COXPAHMJIACh JIM OHA, a TJaBHOE: YTO MOJYyMAIOT O TeOe OKpPY’KaIoLIHUe JIFOIH,
KOTOpBIE HAaWAyT W yBUAAT 3T0. Hailfth mHpOpMAnuio MHOTO JET CIIyCTS CMOXET JII0OOW - KaK W3
JOOPBIX MOOYXIEHHM, TaK U C HAMEPEHUEM IIPUUUHHUTD Bpell. DTO MOXKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3alIUTE HU(PPOBON pemyTaluu:

1. [Toxymaii, mpexe yeM 4To-To MyOJIMKOBATh U NepeaBaTh y ce0sl B 0J10re Uiu B COLIMAIbHOM
CeTH;

2. B mnacrpoiikax mpoduis yCTaHOBM OIpaHMYEHHs] Ha MPOCMOTP TBOETO MpO(UIs U €ro
COJIEP’)KUMOT0, CIIeJIall €ro TOJIBKO "1uIst Ipy3en';

3. He pa3memaii u He yka3biBali MHPOPMAIHIO, KOTOPask MOXET KOTO-THOO OCKOPOJIATH HIIH
00WXaTh.

ABTOpCKOE NpaBo

CoBpeMeHHbIE IIKOJBHUKU - aKTHBHBIE MOJb30BaTeNu Lu(ppoBoro mpocrpancTsa. OnHaKO
JlaJIeKO HE BCE 3HAIOT, YTO IOJb30BAaHME MHOTMMH BO3MOXKHOCTSMHU HHU(PPOBOrO Mupa Tpelyer
COOJIIOICHHS TTPAB HA MHTEIJIEKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH "WHTeJUIEKTyalbHass COOCTBEHHOCTh' OTHOCUTCS K  Pa3jIMYHbIM  TBOPEHUSIM
YEJIOBEUECKOr0 yMa, HauWHasi ¢ HOBBIX M300pETEHWN W 3HAKOB, 0003HAUYAIOMIUX COOCTBEHHOCTh Ha
NPOAYKTHl U YCIYTH, M 3aKaH4YMBasg KHHUramu, (oTtorpapusmMu, KUHOHWIBMAaMH U MY3bIKAIbHBIMU
MIPOU3BEIECHUSMHU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha UHTEIJIEKTYaJIbHYI0O COOCTBEHHOCTh Ha MPOU3BEICHHs HAYKH,
JUTEpaTyppl MU HCKYCCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KaueCcTBE TIapaHTHUM TOIO, YTO
MHTEJJIEKTYaJbHBIM/TBOPUYECKUI TpyA aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBeIuBbIC



BO3MOXXHOCTH 3apaboTaTh Ha pe3ylibTaTaX CBOETO TPyAad, MOIYYUTh H3BECTHOCTb U IMpPHU3HAHHE.
Huxkro 06e3 paspemieHusi aBTOpa HE MOXET BOCIPOH3BOAUTH €ro MPOU3BEACHUE, PACHPOCTPAHSTH,
MyOJIMYHO JE€MOHCTPUPOBATh, IPOAABaTh, UMIOPTHPOBATh, MyCKATh B MPOKAT, MyOJIUYHO UCTIOIHSITH,
MOKa3bIBATh/UCIIONHATE B 3(upe wim pa3meniars B lHTepHeTe.

Hcnonb3oBanue '"mupaTcKOro" MPOrpaMMHOTO OOECIeUeHUs MOXET IPUBECTH K MHOTUM
pUCKaM: OT MOTEepH MJAaHHBIX K TBOMM AakKKayHTaM J0 OJOKHPOBKH TBOErO YCTpOICTBa, Tae
YCTaHOBJICHA HeEJIeTaNbHAS MporpamMMa. He cTout Takxke 3a0bIBaTh, UYTO CYHIECTBYIOT JieTadbHBIC U
OecriaTHbIE IPOTPaMMbl, KOTOPHIE MOKHO HAWTH B CETH.

O nopraJjie
CereBuuok.p( - TBOM TJIaBHBIM COBETYUK B CETH. 3/1€Ch Thl MOKEIIb Y3HAaTh O OE30MaCHOCTH B

CCTU MOHATHBIM U JOCTYIIHBIM SA3BIKOM, d IIPH BO3HUKHOBCHUU KpPITH‘-IGCKOfI CUTyaluuu O6paTI/ITBC5I 3a
COBETOM. A TaKxke IIPUHATH Y4aCTHEC B KOHKYpCaxX U CTaTb CaMbIM HI/I(i)pOBBIM l"pa)KI[aHI/IHOM!



